IHAMATKA
JJIAA OBYYAIOIIUXCA
OB HH®OPMAIIMOHHOM BE3OIIACHOCTHA

C KaXAbIM TOI0OM MOJOAEKH B MHTEPHETE CTAHOBUTHCS OOJIBbINIE, a MIKOJIBHUKHU OJHU U3
caMbIX AaKTHBHBIX IIOJb30Baresnell PyHera. Mexay TeM, NOMHMO OIpPOMHOIO KOJIMYECTBA
BO3MOXKHOCTEH, HHTEPHET HECET M MpoOJeMbl. DTa mamsTKa J0JDKHA IIOMOYb Tebe 0e30MacHo
HaXOJIUThCS B CETH.

KomnbroTepHbie BUPYCHI

KomnbroTepHblil BUPYC - 3TO Pa3HOBUAHOCTb KOMIIBIOTEPHBIX MIPOrpaMM, OTIMYUTEIbHON
O0COOCHHOCTBIO KOTOPOIl SBISIETCSl CHOCOOHOCTh K PAa3MHOXEHHUIO. B JononHeHHe K 3TOMY,
BUPYCBI MOT'YT ITOBPEAMTH WIIM HOJHOCTbIO YHUUTOXKUTh BCe (Dailiibl U JaHHBIE, IOAKOHTPOJIbHBIE
II0JIb30BATENI0, OT IMEHH KOTOPOro ObLIa 3alylleHa 3apakeHHas IPOrpaMMa, a TaKXkKe IIOBPEIUTb
WIN J1aK€ YHUYTOXXUTh ONEPALMOHHYIO CHCTEMY CO BceMH (ailiamu B 1iesioM. B OonbiMHCTBE
CJIy4aeB pPaclpOCTPAHAIOTCSA BUPYCHI U€PE3 UHTEPHET.

MeTtobl 3alIUTHL OT BPCOAOHOCHBIX ITPpOTIpaMM:

1. Wcnonb3yii COBpEMEHHBIC OIEPAIMOHHBIC CHCTEMbI, UMEIOIIHNE CEPbE3HBbIN ypPOBEHBb
3aIUTHI OT BPEIOHOCHBIX IIPOTrPaMM;

2. TlocrossHHO ycTaHaBnMBaii madtd (UQPOBHIE 3aIUIATKH, KOTOPHIE aBTOMATHYECKH
YCTaHABJIMBAIOTCS C IEIBIO IOPAOOTKHU MPOTPaMMBbl) U IPYTUe OOHOBJICHUS CBOCH ONEepaliiOHHOM
cuctembl. CkaumBail X TOJBKO ¢ odunmanpHOro caiira paspadoruynka OC. Ecnu cymectByer
PEKUM aBTOMATUYECKOTO OOHOBJICHUS, BKIIFOUH €T0;

3. Paboraii Ha CBOEM KOMITBIOTEPE MO/1 TIPAaBaMH I0JIb30BATEIIS, 3 HE aJIMUHHCTPATOpa. DTO
HE IT03BOJIUT OOJNBIIMHCTBY BPEAOHOCHBIX IPOTrPaMM HHCTAJUTUPOBATHCS HA TBOEM IIEPCOHATIBHOM
KOMITBIOTEPE;

4. Wcnonb3yil aHTUBUPYCHBIE MPOTpaMMHBIE MPOAYKTHI U3BECTHBIX MPOU3BOAMTENEH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Ol"paHI/I‘H: CI)PI3PI‘-ICCKPII>1 AOCTYII K KOMIIBIOTEPY AJIS TIOCTOPOHHUX JIUIL;

6. Vcnonb3yii BHEIIHWE HOCUTENU MH(OpMallMK, Takue Kak (uemnika, AMCK win ¢ain u3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOYHUKOB;

7. He oTkpbIBaii KOMIIbIOTEPHBIE (DaliiIbl, OJyUYEHHBIE U3 HEHA/IEKHBIX UICTOYHUKOB. Jlaxe
Te (paiiibl, KOTOpPBIE MPUCIIAT TBOM 3HAKOMBIN. JIydille yToOUHM y HEro, OTIpaBIIsy JIU OH Te0e HX.

Cerun WI-FI

Wi-Fi - 370 He B mepenaun JaHHBIX, HE TEXHOJOTHs, a BCETO JIMIIb OpeH 1, Mapka. Emie B
1991 romy Hupaepmanackas kommnaHus 3apeructpupoBana Opern "WECA", uro o6o3Havano
coBocouetanue "Wireless Fidelity", koropslii mepeBoauTcs Kak "0ecpoBOAHAS TOYHOCTB'.

Jlo Hamero BpeMeHHM [omuuia apyras aOOpeBmarypa, KOTOpas SBISETCS TaKOW ke
TexHojoruei. Oto abopesuatypa "Wi-Fi". Takoe Ha3BaHHE OBUIO JaHO C HAMEKOM Ha CTaHIApT
BbICIIIEH 3ByKOBO# TexHukHu Hi-Fi, uro B epeBoie 03HavaeT "BbICOKasi TOUHOCTB".



Jla, OecrlaTHBI WHTEPHET-IOCTYN B Kade, OTeNnsX U a’pornoprax SBISETCS OTIMYHOMN
BO3MOYKHOCTBIO BBIXO/1a B HHTEpHET. HO MHOTHE 3KCIIEpThI CUMUTAIOT, 4TO 00mIemocTymHbie Wi-Fi
CETH HE SIBIIAIOTCS O0€30IIaCHBIMU.

CoBertsl 110 6e30macHoCTH paboThl B 00meaocTymHbix cetsx Wi-fi:

1. He nepenagaii cBoro nunyto nHbGopmanuio uepe3 oomenocrynubie Wi-Fi cetu. Paboras
B HUX, JKEJIaTeJIbHO HE BBOJMTH [IAPOJIH JIOCTYIIA, JJOTUHBI U KAKHE-TO HOMEPa;

2. Ucnonp3yih 1 OOHOBISH aHTUBUPYCHBIE NMporpamMMmbl U Opanamayep. Tem cambIM Tbl
obe3onacuiib ceds 0T 3aKaYKU BUPYyca Ha TBOE YCTPOHCTBO;

3. Ilpu wucnons3zoBanuu Wi-Fi otkmoun ¢yskiuo "OOmmii moctynm K Qaiinam u
npuntepam". JlanHas (yHKOMS 3aKphiTa MO0 YMOJYaHHIO, OJHAKO HEKOTOPHIC IMOJIb30BATEIH
AaKTUBUPYIOT €€ JUIsl y100CTBa MCIOIb30BaHus B paboTe win y4eoe;

4. He ucnonw3yit myomuunsiit WI-FI nist nepenaun TMUHBIX JaHHBIX, HATIPUMED AJIs BBIX0J1a
B COIMAJILHBIC CETH WIIU B JICKTPOHHYIO TIOUTY;

5. Ucnonb3y# TonbKO 3anuiieHnoe coenunenue yepes HTTPS, a ue HTTP, 1.e. npu HabGope
BeO-aapeca BBoau umeHHo "https://*;

6. B MmobouisHOM Tenedone otkmoun Gyukmuto "Tloakmouenue k Wi-Fi aBromatiuecku".
He nomyckait aBToMaTn4eckoro noAkito4YeHus ycrpoiictsa k cersm Wi-Fi 6e3 TBoero cornacwusi.

CoumnajnHble ceTH

ConuasibHble CETH aKTUBHO BXOJAT B Hally ’KU3Hb, MHOTHE JIIOAU PabOTalOT U KUBYT Tam
HocTOsIHHO, a B Facebook yie 3apeructpupoBaH MHJUTHAPI YETOBEK, YTO SIBISIETCS OIHOU
CeIbMOW BCEX JKUTENIEH IJIaHeThl. MHOTHE MOJB30BATEIM HE MOHUMAIOT, YTO WH(pOpMAIHS,
pasMelleHHas UMH B COLIMAJIBbHBIX CETSAX, MOXET ObITh HalJIeHa U UCIOJIb30BaHA KEM YTOJHO, B
TOM 4HCJI€ HE 00513aTeNIbHO ¢ OJ1aruMu HaMEPEHHSIMH.

OCHOBHBIEC COBETHI 10 0€30ITACHOCTH B COMHUAJIbHBIX CCTAX:

1. Orpanuyb CIUCOK Apy3el. Y Te0s B IPY3bAX HE JOJKHO OBITh CITy4alHBIX U HE3HAKOMBIX
JIIOJICH;

2. 3amuiail cBoo 4acTHYIO Ku3Hb. He yka3biBail mapomnu, TenedoHsl, aapeca, 1aTy TBOETO
POXJIEHUS U JIPYTYI JUYHYI0O WHGOpMalMio. 3JI0yMBIIUIEHHUKA MOTYT HCIOJIb30BaTh Jaxe
I/IHq)OpMaHI/IIO 0 TOM, KaK Tbl 1 TBOU POAUTCIIN IIJIAHUPYCTEC IMPOBCCTU KAHUKYJIbI;

3. 3amumiaii CBOIO permyTaIyio - JEeP>KU €€ B YUCTOTE U 3a/1aBaii cebe BOMpoc: XOTeN Obl ThI,
yTOOBI JIpyrye TOJIb30BATEM BHJETH, YTO ThI 3arpyxkaemb? [logymaii, mpexae 4em 4YTo-TO
OIyOJIMKOBATh, HAMKICATh U 3aTPY3UTh;

4. Ecny Tl TOBOPHIIB C JIFOABMH, KOTOPBIX HE 3HACIIb, HE UCITOJIB3YH CBOE pEalbHOE UMS U
JPYTyI0 JUYHYIO HH(GOPMAIMU: UM, MECTO JKUTENILCTBA, MECTO Y4eObl U Mpoyee;

5. U36eraii pazmemenus dotorpaduii B IHTepHETE, Tie ThI H300pakeH HA MECTHOCTH, T10
KOTOPOU MOYKHO OIPENETUTH TBOE MECTOIOIOKEHNUE;

6. [Ipu peructpamuui B COIMAIBLHON CETH HEOOXOJMMO HCIIOIB30BaTh CIIOXKHBIE MMApOJIH,
cocrosue u3 OyKB ¥ QP U C KOTUIECTBOM 3HAKOB HE MeHee §;



7. s conuanbHOW CETH, MOYTHl U APYIMX CAMTOB HEOOXOIUMO HCIIONIB30BaTh pa3HbIC
naposu. Toraa ecnu Te0s B310MArOT, TO 3JOYMBIIIJIEHHUKN TOIYy4aT JOCTYI TOJIBKO K OAHOMY
MECTY, a HE BO BCE Cpasy.

3.]'[eKTp0HH]>Ie JACHBI'H

DJNEeKTPOHHBIE JCHBIH - 3TO OYEeHb YIOOHBIA croco0 TIutaTexed, OJHAKO CYIIECTBYIOT
MOIIEHHUKH, KOTOPBIE XOTSAT MOJYYUTh ITH JICHBIH.

3JICKTpOHHBIe JCHBI'M IIOABHJIMCH COBCEM HCAABHO WM HMMCHHO H3-3a O3TOrO BO MHOTI'HUX
rocygapCTBax A0 CHUX IIOP HE INPOIHCAHO IIPO HUX B 3aKOHAaX.

B Poccun sxe oHM (YHKIMOHUPYIOT U O HUX YK€ MPOIMHUCAHO B 3aKOHE, I/I€ UX Pa3ACIsIOT
Ha HECKOJIBKO BUJIOB - aHOHUMHBIC U HE aHOHUMHBIE. Pa3HKIla B TOM, YTO aHOHMMHBIE - 3TO T€, B
KOTOPBIX pa3pemiaercss MpOBOAUTH Onepauuu 0e3 WACHTH(PHKAIUK MOJb30BaTesl, a B
HEaHOHMMHBIX MJIEHTH(UKALNS I0JIb30BATEIN ABISETCSA 0053aTEIIbHOM.

Taxxe crnenyer pasinyaTrbh AJIEKTPOHHBbIE (PUATHBIE IEHBIU (PaBHBI T'OCYJApPCTBEHHBIM
BAJIIOTaM) U 3JIEKTPOHHBIE He(hUaTHbBIE IEHbIU (HE paBHBI TOCYJAPCTBEHHBIM BAJTIOTAM).

OcHOBHBIE COBETHI 110 0€3011aCHOM padbOTe C IIEKTPOHHBIMU JE€HbIAMU:

1. TlpuBsku K cueTy MOOWMIBHBINA TenedoH. DTO camblii YyAOOHBIH M OBICTPBIM CHOCOO
BOCCTAHOBUTBH JIOCTYI K cueTy. [IpuBs3aHHBIA TenedOH ITOMOXKET, eCiHu 3a0yaenib CBOM
TUTATS)KHBIA TTAPOJIb WITK 3aiICIIb HA CAUT C HE3HAKOMOT'O YCTPOWCTBA;

2. Ucnonb3y#t omHopaszoBbie mapoiu. [locie mepexoaa Ha yCHICHHYIO aBTOPH3AINI0 TeOe
yke He Oy/IeT yrpoKaTh OMAaCHOCTh KPa)KH WITK TiepexBaTa MIaTeKHOTO MapoJis;

3. Beibepu cnoxHbIii mapois. [Ipectynmankam OyaeT HE MPOCTO YraaaTh CIOXKHBIA MapoJib.
HanexHble maponu - 3TO Mapoju, KOTOpbIE COAEp)KaT He MeHee 8 3HAKOB M BKJIIOYAIOT B ceOs
CTPOYHBIE U MPOMUCHBIE OYKBBI, U PHI U HECKOJIBKO CUMBOJIOB, TAKHE KaK 3HAaK Jojuiapa, QyHTa,
BOCKJIMIIATENbHBIN 3HaK U T.11. Hampumep, $tRONQ!;;

4. He BBOIM CBOM JTUYHBIC JAHHBIE HA CATaX, KOTOPHIM HE JIOBEPSCIIb.
DJIeKTPOHHAA MOYTA

DNEeKTPOHHAs MOYTa - 3TO TEXHOJIOTUS U MPEJOCTaBIIIEMBIE €0 YCIYTU IO MEPECBUIKE U
MOJYYEHUIO AJIEKTPOHHBIX COOOLIECHUH, KOTOpBIE PACHPEAEISIOTCS B KOMIIBIOTEPHOW CETH.
OO6b1yHO JJIEKTPOHHBIN ITOYTOBBIN SIIIAK BBITJISITAT CJIEIYIOIUM oOpasom:
UMs_TOJIb30BaTEeNA(@UMsL_JoMeHa. Takke KpoMme IepeJadyd MpoCTOro TEeKCTa, HMeeTcs
BO3MOXKHOCTb NepeaaBaTh (pailiibl.

OcHOBHBIE COBETHI 110 06€30MacHO paboTe ¢ IMEKTPOHHON TOUYTOM:

1. Hago BeIOpaTh NpaBWIIbHBIN MOYTOBBIM cepBUC. B MHTEpHETE ecThb OrpOMHBIN BBIOOP
OecCIUTaTHBIX MOYTOBBIX CEPBUCOB, OJJHAKO JIy4Ile JOBEPSATh TEM, KOTO 3HACIIb U KTO NEPBHIi B
pEUTHHTE;

2. He yka3piBail B NMYHOM mouTe NU4Hy0 HMHpopmauuio. Hampumep, mydmie BbIOparth
"My3bIKabHbIN _(paHaT@" uiu "pox2013" Bmecto "temal3";



3. Mcnonb3yii AByXATAHYO aBTOPU3aLMI0. DTO KOI'1a IOMUMO [apoJisl Hy’KHO BBOJUTH KO/,
npuchUIaeMblii mo SMS;

4. BoiOepu cioXHBIA Taponb. s KakIOro IMOYTOBOTO SIMHMKA JOJKEH OBITh CBOU
HaJIC’)KHbIA, YCTOMYUBBIN K B3JIOMY MApOJIb;

5. Ecinm ecTh BO3MOXKHOCTH HANMCaTb CaMOMY CBOW JIMYHBIM BOIIPOC, MCIOJB3YH 3Ty
BO3MO>KHOCTB;

6. HMcnonp3yll HECKOJBKO IIOYTOBBIX SIIMKOB. IlepBbIii A 4acTHOM HeEpenucKu ¢
azpecaTamMM, KOTOPBIM Tbl JOBEps€LIb. JTO 3JIEKTPOHHBIM aIpec HE HAJO HCIIONIb30BaTh IIPU
peructpanuu Ha Gpopymax u caiTax;

7. He oTkpbiBail (haiisibl U Jpyrue BIOKEHUS B MUCbMAX, Aa)K€ €CIIM OHHU MPULUIA OT TBOUX
npy3eit. Jlydie yrouHu y HUX, OTHPABIISUTH JTU OHU TeOe 3TH (paiiibr;

8. ITocie okoHUaHUs paOOThI HA IOYTOBOM CEPBHCE IIEPE/] 3aKPHITHEM BKJIAJIKH C CAHTOM HE
3a0yap HaxaTh Ha "Beriitu".

Ku6epOy/uiuHT WK BUPTYaJibHOE H3/1€BaTeJIbCTBO

KubepOymnuar - npecieoBaHue COOOMICHUSIMH, COJIEPKAIUMHI OCKOPOJICHHUS, arpeccHio,
3allyTHBaHKe; XYJIUTAHCTBO, COLMAIBHOC OOMKOTHPOBAHUE C MOMOILIBIO Pa3UYHBIX UHTCPHET-
CEPBHCOB.

OcHoBHbIE COBETHI 110 O0pbOE ¢ KHOEPOYITUHIOM:

1. He Opocaiics B 60ii. Jlyuammmii crmoco0: TOCOBETOBAThCS KaK ceOsl BECTH U, €CITM HET TOTO,
K KOMYy MOXHO O0OpaTuThCs, TO BHAdale YCIOKOWThCS. Eciam Tl HayHeNIb OTBEYaTh
OCKOPOJICHUSIMU HAa OCKOPOJICHUS, TO TOJIBKO €1ie OOJIbINe Pa30XkiKellb KOH(IUKT;

2. Yrpagisii cBoelt kubeppenyraiuei;

3. AHOHUMHOCTh B ceTh MHHMMasg. CyIIeCTBYIOT CIOCOObI BBIICHUTb, KTO CTOMUT 3a
AQHOHHMMHBIM AKKayHTOM;

4. He cTouT BeCcTH XyIMIraHCKUW 00pa3 BUPTyallbHOM xU3HU. THTepHET hukcupyer Bce TBOU
JeMCTBUS M COXpaHsAET UX. Y JauTh UX OyAeT KpaiiHe 3aTpyIHUTENIbHO;

5. Cobmrosiaii CBOO BUPTYaIbHYIO Y€CTh CMOJIONY;

6. Urnopupyii enuHuuHBIA HeratuB. OJHOPa30Bble OCKOPOUTEIbHBIE COOOLICHHUS JIyyllle
UrHopupoBaTh. OOBIUHO arpeccus MpeKpalaeTcsl Ha Ha4albHOM CTauH;

7. ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMH COOOLIEHHSMH, B COIMATIBHBIX
CETSIX €CTh BO3MOKHOCTh OJIOKMPOBKHU OTIIPABKU COOOIIEHUH C ONPEIETICHHBIX aJ[PECOB;

8. Ecmum TbI cBuzgerens kubepOyumHra. TBow [eHCTBHS: BBICTYIUTH INPOTUB
npecieoBaTens, Moka3aTb €My, YTO €ro JACMCTBHS OLEHUBAIOTCS HETraTUBHO, MOJJEP’KaTh
KEpTBY, KOTOPOI HY»Ha IICUXOJIOTHYECKasi HOMOIIb, COOOIIUTE B3POCIBIM O (haKTe arpecCUBHOTO
MOBE/ICHUS B CETH.

MoOnJbHbII Te1eoH



CoBpemenHbIe cMapT(OHBI U TUIAHIIETHI COAEPXKAT B ceOe BIOJIHE B3POCIBINA (DYHKIIMOHAT,
U Telepb OHM MOTYT KOHKYPHPOBAaTh CO CTallMOHAPHBIMU KoMIlbloTepamu. OTHAKO, CPEeICTB
3aIUTHI JIs1 TOAOOHBIX YCTPOWCTB MOKA 04€Hb Majo. TecTupoBaHUE U MTOUCK YSI3BUMOCTEH B HUX
IPOUCXOIUT HE TaK MHTEHCUBHO, Kak [uis [1K, To jxe camoe kacaeTcs 1 MOOMIIBHBIX MTPUIIOKEHHH.

CoBpeMeHHBIE MOOWJIBHBIE Opay3epbl YK€ MPAaKTHYECKH JOTHAIH HACTOJBLHBIC aHAJIOTH,
OJIHAKO paciupeHue (yHKIHMOHAJa BJeYeT 3a CO000i OOJBIIYI0 CIOXHOCTh W MEHBIIYIO
3alUIIEHHOCTb.

Jlaneko He Bce MPOU3BOAMTENN BBITYCKAIOT OOHOBJICHMS, 3aKPHIBAIOIIUE KPUTHYECKHE
YSA3BUMOCTH JJISI CBOUX YCTPOWCTB.

OCHOBHBIE COBETEI JJIA 0€301acHOCTH MOOHILHOTO TeJ'Ie(bOHaZ

Huuero e siBnsiercss mo-HacrosinieMy OeciuiaTHbIM. Byas ocToposkeH, Belp Korja Tede
npeiaraT OecryiaTHbIA KOHTEHT, B HEM MOTYT ObITh CKPBITHI KaKUe-TO IUIaTHBIE YCIIYTH;

Hymaii, mpexxae yem otnpaBuTb SMS, ¢oto nim Buaeo. Tel TOYHO 3HAEIIb, T1I€ OHU OYAyT
B KOHEYHOM HUTOre?

Heo6xo0auMo 0OHOBIIATE ONEPAIIIOHHYIO CHCTEMY TBOETO CMapT(OHa;
Hcnonb3yit aHTUBUPYCHBIE TIPOTPAMMBbI 111 MOOUITBHBIX Telle()OHOB;

He 3arpy>1<aﬁ IMPUIIOKCHUA OT HCU3BCCTHOI'O HMCTOYHHUKA, BCAb OHU MOI'YT COACPIKATH
BpCIOHOCHOC IIPOrpaMMHOC 06CCHC‘ICHI/IC;

[locne Toro kak Thl BBIMJCIIb C caiiTa, Ii€ BBOAWJ JIMYHYIO HHpOpMAIMIO, 3aiau B
HacTpoiiKu Opay3epa u ynanu COOKies;

[Iepunonnuecku npoBepsii, KaKue IUIATHBIEC YCIIYTH AKTUBUPOBAHbI HA TBOEM HOMEPE;

JlaBaii cBOil HOMEp MOOMJIBHOTO TeaeoHa TOIBKO JIFOJSAM, KOTOPBIX Thl 3HACIIb U KOMY
JIOBEpsiClIb;

Bluetooth momkeH ObITH BBIKIIOUECH, KOTAa Thl UM HE TOJb3yelibes. He 3a0biBait nHOTIA
MIPOBEPSITH ITO.

Online urpsi

CoBpeMeHHbIE OHJIAWH-UTPBl - 3TO KPACOUYHbIE, 3aXBaThIBAIOIIME pAa3BICUYCHHUS,
O0BEANHSIIONINE COTHHU THICAY YENOBEK M0 BceMy Mupy. Urpoku uccienyroT JaHHBIA UM MHUD,
00LIat0TCs IPYT € APYTOM, BBIIOJHSIOT 3aJJaHUsl, CPAXKAIOTCS C MOHCTPAaMU U MOJTY4aloT OMBIT. 3a
YIOBOJIbCTBUE OHU IJIATST: MOKYMAOT JUCK, OIJIAYMBalOT a00OHEMEHT HIIM MPUOOPETAIOT KaKue-
TO OIIIIHH.

Bce st CpeacTBa UAYT Ha MOAACPIKAHUC U PA3SBUTHUC UT'PHI, 4 TAKIKC HA CaMy 0e30IMacHOCTb:
COBCPHICHCTBYIOTCA CUCTEMBI aBTOpU3AllMH, BBIITYCKAKOTCSA HOBBIC ITATYU (I_[I/I(prBI:;Ie 3aIllJIaTKH
AJid 11por paMM), 3aKPbIBAIOTCA YA3BUMOCTU CCPBCPOB.

B HO)]O6HI)IX HUIrpax CTOUT OImacaTbCs HE CTOJIBKO CBOMX COICPHUKOB, CKOJIBKO KpaXH TBOECTO
apoJist, Ha KOTOpOM OCHOBAaHa CUCTCMaA aBTOpHU3alluA OOJIBIIIMHCTBA urp.

OCHOBHBIE COBETHI IO O€30IaCHOCTH TBOETO HUI'pOBOI'0 aKKayHTa:



1. Ecnu apyroit Urpok BeeT ce0sl MI0X0 WU CO3AaeT Tebe HEMPUATHOCTH, 3a0JIOKUPYH €ro
B CIIUCKE UTPOKOB;

2. Ioxanyiics aIMUHUCTPATOPaM UI'Pbl HA IUIOXOE MOBEAEHUE ATOI0 UTPOKa, )KEJIATEIbHO
HPUIIOKUTH KaKHe-TO JI0Ka3aTebCTBA B BUJIE CKPHUHOB;

3. He yka3piBaii THYHYI0 HHPOPMALIUIO B podaiiie urpsl;
4. YBaxail Ipyrux y4aCTHUKOB 110 UTPE;

5. He ycranaBnuBaii Heo(uManbHbIC TATYH U MOJIBL;

6. Mcnonb3yii cliokKHbIE U pa3HbIE MAPOJIH;

7. Jlaxxe BO BpemMs WUIPbl HE CTOMT OTKJIIOYaTh aHTUBHpYyC. IIoka Tel Wrpaems, TBOU
KOMIIBIOTEP MOT'YT 3apa3uTh.

DOUIIUHT WA Kpaka JUIHbIX JAHHBIX

OObIYHOM KpaXkel JeHeT U IOKYMEHTOB CETO/IHS YK€ HUKOTO He YUBUIIIb, HO C Pa3BUTUEM
WHTEPHET-TEXHOJIOTUN 3JIOYMBIIUJICHHUKH TIEPEMECTIIINCh B HWHTEPHET, U MPOAOHKAIOT
3aHUMATHCA ""TIOOUMBIM" HEJIOM.

Tak mosiBUIIaCh HOBasi yrpo3a: MHTEPHET-MOLICHHMYECTBA WM (DUIIMHT, TJIaBHAs IICIb
KOTOPOTO COCTOUT B IOIYYECHHH KOH(UACHIMATBHBIX IAaHHBIX IOJIb30BATENICH - JIOTHHOB H
naposeid. Ha anrmuiickom si3eike phishing uuraercs xak ¢umuar (ot fishing - peioHas o,
password - mapoJis).

OcHOBHBIE COBETHI 10 O0PHOE ¢ PUIIUHTOM:

1. Cnenu 3a cBOMM akkayHTOM. Eciu Thl 0Jj03peBaeliib, 4TO TBOSI aHKEeTa Obljia B3JOMaHa,
TO HEOOXOAMMO 3a0JI0KHPOBATh €€ U COOOIIUTH aAMMHHUCTPATOpPaM pecypca 00 3TOM Kak MOXKHO
CKOpee;

2. Ucnonw3yil 6e3omacHble BeO-CaliThl, B TOM YMCJIE, HHTEPHET-Mara3uHoOB U MOUCKOBBIX
CHUCTEM;

3. Wcnonb3yil ClIOXKHBIE U pa3Hble Mapoiud. TakuM oOpa3oMm, eciau TeOs B3JIOMAIOT, TO
3JI0YMBIIIJIEHHUKHU TOTy4YaT JOCTYH TOJIBKO K OJJHOMY TBOEMY MPOQUIIIO B CETH, a HE KO BCEM;

4. Ecnu Tebs B3mOoMalii, TO HEOOXOIMMO MPEAYIPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOPbIE
noOaBiieHbl y T€Os B IpY3bsIX, O TOM, YTO T€OsI B3JIOMaJIM U, BO3MOXHO, OT TBOETO UMEHU OyAeT
pacchLIaThCsl CllaM U CChUIKM Ha (PUILIMHTOBbIE CaliThI;

5. Ycranosu HazexHbIi naposb (PIN) Ha MOOMIIBHBIN TenedoH;
6. OTKJII0YM COXpaHEHHUE Maposis B Opaysepe;

7. He oTkpbIBail (haiiiel U qpyTrHe BIOKEHUS B MHCbMAX, Ja)K€ €CIIM OHU MPHUIILUTA OT TBOUX
npy3eit. Jlydie yTouHu y HUX, OTIPABIISUIA JIU OHU Te0e 3T (paiiibl.

Hudposas penyranus



[udposas penyranus - 3TO HEraTHUBHAs WM MO3WTHUBHas MH(OpMAIMs B ceTH O Tebe.
Komnpomerupyromas nHpopmanus, pasMelleHHas B MHTEPHETE, MOKET CEphe3HbIM 00pa3oM
OTpa3uThCsA Ha TBOEH peanbHON Xu3HU. "Lludposas permyramus” - 370 TBOW HUMUIK, KOTOPBIH
dbopmupyeTcst u3 HHGoOpMaIuK 0 TeOe B MHTEPHETE.

TBoe MecTo KUTEIbCTBA, y4eObl, TBOE (PMHAHCOBOE MOJOKEHNUE, OCOOCHHOCTH XapaKTepa u
pacckasbl 0 OJM3KHX - BCE ITO HAKAIUIMBACTCS B CETH.

MHorue MmoapOCTKH JISTKOMBICIEHHO OTHOCSTCS K MyONMKAalWUW JTUYHOH MH(POpPMAIUH B
HuTepHeTe, HE TOHMMAst BO3MOKHBIX ITOCIEACTBUM. ThI 1aXke HE CMOKEIb JOraaaThes O TOM, 4YTO
¢dororpadus, pazmenienHas 5 1eT Ha3aj, cTajla MPUIUHON OTKa3a MPHUHATH Te0s Ha PaboTy.

KommeHnTtapuu, pasmenienre TBoux ¢ororpaduii 1 aApyrue AeUCTBUS MOTYT HE UCUE3HYTh
Jla’ke TI0CJIe TOTO, KaK Thl X YAaJIHIIb. Thl HEe 3HaelIb, KTO COXpPAaHWI 3Ty WH(OpMAaIHIo, rmormaia
JM OHAa B IOMCKOBBIE CHCTEMbl M COXPaHWIACh JHM OHA, a IJaBHOE: YTO MOAYMAlT o Tebe
OKpY’KalolIue JIOAHU, KOTOPbIE HAWIyT W yBUAAT 3T0. Haiftu uupopManmio MHOTO JIET CIyCTs
CMOXeET JIF00OH - KaK U3 JOOPBIX MOOYKACHUH, TaK ¥ C HAMEPEHHUEM ITPUUUHHUTD BPE. DTO MOXKET
OBITH KTO YTOJTHO.

OCHOBHBIE COBETEHI I10 3alIUTC I.[H(I)pOBOfI penyranuu:

1. Tlogymaii, mpexae 4eM 4TO-TO IyOJMKOBAaTh M TepelaBaTh y ceOsi B Oiore wid B
COLMAJIHOM CeTH;

2. B Hacrpoiikax mpoduisi yCTAHOBH OTPaHUYCHHUS HA MPOCMOTP TBOETO MPOMUIS U €ro
COJICPXKUMOT 0, CACIail ero TOIbKo "uist qpy3ei";

3. He pa3mMeniaii u He yka3biBail HH()OPMAIIHIO, KOTOPAsk MOXKET KOr0-TH00 OCKOPOIAThH HITH
00MXKaTh.

ABTOpCKOE PaBo

CoBpeMeHHbIe MIKOJIBHUKH - aKTUBHBIE MOJIb30BaTeNM LU(POBOTO MpocTpaHcTBa. OHAKO
JTAJIEKO HE BCE 3HAIOT, YTO IMOJb30BaHWE MHOTMMHU BO3MOXHOCTSAMHU LU(POBOro Mupa Tpedyer
COOJTIOJICHHS TTPaB HA MHTEJJIEKTYAIbHYIO COOCTBEHHOCTD.

TepMun "WHTE/UIEKTyalbHasi COOCTBEHHOCTh" OTHOCHUTCS K pa3IMYHBIM TBOPEHUSIM
4eJ0BEYECKOro yMa, HauMHasi ¢ HOBBIX M300pETeHUH 1 3HaKOB, 0003HAYAIONIIUX COOCTBEHHOCTh
Ha TMPOJIYKTHl M YyCIyTrW, W 3aKaHYuBas KHUTaMu, QororpagusimMu, KUHOQUIBMAMH U
MY3bIKaJIbHBIMU IIPOU3BEICHUSIMMU.

ABTOpCKHE IpaBa - 3TO MpaBa Ha MHTEIUIEKTYyaJbHYI0 COOCTBEHHOCTh HAa IPOM3BENCHUS
HayKH, JINTEPATYPbI U UCKyCCTBA. ABTOPCKHUE ITpaBa BBICTYNAIOT B KAUE€CTBE FapaHTUU TOTO, YTO
MHTEJJIEKTYaJIbHBIA/TBOPUECKUN TPyA aBTOpa He OyleT HampacHbBIM, AAcT €My CIIpaBeIUBbIE
BO3MOXHOCTH 3apa0oTaTh Ha pe3y/bTaTaxX CBOEro TPpy/a, MOJYYUTh U3BECTHOCTb U NMPU3HAHHE.
Huxkro 6e3 pa3pernieHns aBTopa He MOYKET BOCIIPOU3BOIUTE €r0 MPOU3BEIECHUE, PACTIPOCTPAHSTH,
nyOJIMYHO JIEMOHCTPUPOBATh, MPOAABaTh, HWMIOPTHPOBATH, IyCKaTb B MPOKAT, MyOJIWYHO
UCIIOJIHSATH, IOKa3bIBATh/UCIIONIHATE B Adupe Win pa3Meniath B UHTepHere.

Hcnonb3oBanue "MUpaTcKoro" MporpaMMHOTO OOECTIEYEHUs MOXKET NMPUBECTH K MHOTUM
pUCKaM: OT IOTEpHU JAHHBIX K TBOMM aKKayHTaM 10 OJIOKMpPOBKHM TBOETO YCTPOWCTBa, TIJie
yCTaHOBJIEHA HeJlerabHas mporpamma. He cTOUT Taxke 3a0bIBaTh, UTO CYIIECTBYIOT JeTaJIbHbIE
U OecIyIaTHbIE MPOTPaMMbl, KOTOPbIE MOKHO HAWTH B CETH.



O noprane

CereBu40K.p( - TBOW TTIABHBII COBETUHK B CETU. 37€Ch ThI MOXKEIIb Y3HATH O 0€30IaCHOCTH
B CETH TMOHATHBIM M JIOCTYIHBIM SI3BIKOM, @ MPU BO3HUKHOBEHUH KPUTHYECKON CHUTyaIluu
0o0paTHThCS 32 COBETOM. A TakKe MPUHATh Y4acTHE B KOHKYpPCAaX M CTaTh CaMbIM ITU(PPOBHIM
rpax JaHuHOM !



